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ABSTRACT

Inviewofthedifferentdangerstowhichusersofcontactlessbiometricsystemsareexposed,theauthors
havedevelopedacontactlesssecurerevocablemodelbasedonrandomprojectionandDFT(Discrete
FourierTransformation) toenhancecontactlessfingerprintauthentication.Twomatricesemerge,
namelycorresponding to the terminationsandcorresponding to thebifurcations.Thesematrices
arethentransformedinafirsttimethankstotherandomprojection.Inasecondtime,theyapply
tothemtheDiscreteFourierTransformationcalledtheDFT.Thisproposednon-contactrevocable
fingerprintmodelmeetstherequirementsofrevocability,diversity,security,andnon-reversibility.
Theevaluationofthemodelthroughitsresultsgivesthemostpromisingresultscomparedtothose
existing.Theequalerrorrate(EER)obtainedisrespectivelyequalto0.19%forFVC2002DB1,1%
forFVC2002DB2,4.29%forFVC2002DB3,and9.01%forFVC2004DB2.
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INTRoDUCTIoN

Biometricauthenticationsystemsareincreasinglybeingusedextensivelyaspartofthemanifestation
ofidentityandaccesscontrol.Itisbasedonthephysiologicalcharacteristicsthatcanbemeasured
(signature,fingerprint,gait,strike,...)ofahumanbeing.Foralongtimeithasbeenusedinsensitive
systemspasswordsortokenstoallowuserstoauthenticate.Generically,thebiometricapplication
iscomposedof:a)asensorunitforrecoveringthenon-contactimage,b)generatingafeaturevector
aftertheimageacquisitionfromthecontactlesssensorsinthemodulefeatureextraction,c)Storing
extractedfeaturesinadatabase,d)Comparisonmoduletocheckwhetherthestoredcharacteristics
matchthoseoftheuser,e)adecision-makingmoduleforauthorizingornottheaccess.

Themostwidelyusedbiometricmodalityinmanyhumanauthenticationsystemsisthefingerprint
asitoffersbothunnoticedandhighperformance.Comparedtothesemodalities,themunitiesarethe
mostappreciatedrepresentation.Unfortunately,manystudieshaveshownthattheoriginalfingerprint
couldbebasedonsensitiveinformation,whichputsthefingerprintsecuritydebatebackonthemap.
(Patel&Ratha,2015)listedseverallevelsofperpetratorattacksagainstabiometricauthentication
application thatwe illustrated inFigure1. i) falsifiedbiometric featuressuchasamanufactured
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fingerthatcanbepresentedtotheimagecipherunit,2i)fraudulentlycapturedmagesubmissionto
thesystem,3i)atrojanhorseprogramillegallypresentedtothedevice.extractionofcharacteristics
toprefabricatefeatures,4i)falsefunctionscanbeusedtosubstituteforrealfunctions,5i)Inorderto
bypassthesystem,illegaltroopprogramsareusedinthecomparisonmoduleinordertoproduceahigh
score,6i)cantransformorrevokemodelsstoredinthedatabase,7i)inthecommunicationchannel
betweennon-identicalmodulescaninterceptandtransformedortheadaptationmoduleoverwritten.
Severaltechniquesworkfortheprotectionofdataaspresentedby(Balasubramanian&SelvKumar,
2014).Despitethefactthateverydayisadayofdataprotection,diversityanduniquenessperformance
isstrugglingtobeachieved,preventingtheuserfromauthenticatingtomultipleapplicationswitha
singlebiometricmodel.Thesolutionthatachievesdiversityandallowsausertoregisteronmultiple
applicationswiththesamemodelisrevocablebiometrics.(Jain&Nandakumar,2008)proposedthree
maincategorizationsofapproachestoprotectbiometricmodels,namely:cryptosystems,characteristic
transformationsandhybridforms.Allthesemethodseachhavetheirshortfallpresentedby(Rathgeb
&Uhl,2011)anddonotexactlymeetthefourmainrequirementsofaperfectprotectionmodel.Our
optioninthisarticleisthetransformationofcharacteristicsThefundamentalideaofthefunctional
transformationapproachesistotransformthemodelbyapplyingamodificationfunctionHofthe
originalbiometricmodelMandhelpedbyakeyC;ThenewmodelobtainedH(M,C)istherefore
storedinthestoragemodule.WealsousetogeneratethecomparisonmodelQthefunctionF.H(M,
C)andH(Q,C)are thendirectlymatched in thecomparisonmodule inorder todecidewhether
theuser is thecorrectoneornot.Ourproposednewapproachisanon-invertibletransformation
forminute-basedmodels(pointsofinterestisthebasisofthisapproach),whichprovidediversity,
revocability,securityandperformance.Beyondall this,andinoppositiontotheotherprotection
schemesoffingerprintmodels,ourmodelisinsensitivetotherigidtransformationsoffingerprint
prints.Facedwiththesecuritythreatsthatremainduringthematchingoffingerprintsthroughthe
threatsofconfidentialityandprotection,iturgentlyurgesthatsuitablesolutionsbefoundtoensure
securityinbiometricsystems.Themostvirulentthreatsarebruteforceattacksandreplayattacksused
tostopthefunctioningofdatabases.Securingtheclientmodel,whichisstoredinasingleshipment,
remainsaconcern.Wethereforewanttorefinetheprinciplesofrevocability,securityinthestorage
modeoftheclientmodel.Thecontactlessmodelchoseninthisarticlemakesitpossibletolimitthe
possibilitiesofreproducingthefingerprintbecauseoursystemdoesnotleaveanytraceonthesensor
atacquisitionthereforethismodellimitsthepossibilitiesofreproduction.Ourcontributionistobuild
anon-reversibletransformationthatmeetstherequirementsofrevocability,diversity,securityand
performance.Intherestofthispaper,section2presentsourintroduction,section3willpresentthe
acquisitionofcontactlessfingerprintimagesanditsprocessing,section4givesanintroductionto

Figure 1. Weakness point in a biometric system
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thebasicsofDFTandprojectiontechniquesrandom,section5describesthetechniqueproposedto
extracttherevocablefingerprintmodel,anoverviewofthefullanalysisoftheresultswillbegiven
insection6andthenwewillconcludeandgivetheperspectivesinsection7

INTRoDUCTIoN To CoNTACTLeSS FINGeRPRINT ACQUISITIoN

Theneed to identifyhumanreliablyhasalwaysbeenamajordifficulty.Thefailureof theusual
methodsofidentification(smartcard,password...)pushedmentoseekothersolutions.Biometric
methodshavethereforepositionedthemselvesasacrediblealternative.ingeneral,twocategoriesof
fingerprintrecognitionalgorithmshavebeenidentifiedthroughouttheliterature.i)thefirstgroupof
algorithmswhicharebasedontherelativepositionoftheminutiaebetweenthem.Thisapproachis
indicatedbytheauthorsin[Jain&Hong,1997;Djara&Vianou,2009)andusedbyotherauthorsin
(Galy,2005;Djara&Vianou,2009).Directionalfilteringandbinarizationappliedtothefingerprint
imageissuccessivelyperformedasfollows:thethinning(orskeletonization)ofthegrooves,thenthe
arrangementontheimageisevaluatedwithaviewtoloweringthecharacteristicsofsimilaritybetween
twotemplatesbypatterns. ii) thesecondcategorygathers thealgorithmsaimingtoextractother
particularities from these images like the local direction of the grooves as described by (Halici
&Orguin,1996;Djara&Vianou)and(Capelli&Lumini,1999;Djara&Vianou),thetextureatthe
heartof the image to through the local frequencycomponents.Theauthor’sproposal shouldbe
underlinedby(Maio&Maltoni,1998;Djara&Vianou,2009).Thissolutionmakes itpossible to
locatetheminutiaedirectlybyusingneuralnetworks.Inordertoraisetherobustnessofsystems
basedonfingerprints,theauthorsproposedtoextracttheminutiaeontheentirefingerbychoosing
tolookatthecaseoftheindex.Usingasegmentationtechnique,theyproposedanewtechnique
consistinginextractingthestriationsandthecentralline(1

c
)fromthestriationsbyskeletonization.

Theseauthorsidentifyandcharacterizethebifurcationandterminationpointsonthelc.inthenext
sub-section,wewillcharacterizetheminutiaebytheirparameter.

Spatial Characterization of the Minutiae by Their Parameter
Theextractionofthefundamentalcharacteristicsofcontactlessfingerprintimageshasbeenexplained
in(Djaraetal,2009)bysomeresearchers.LetusconsidertwosetsofminutiaeΩ

1
andΩ

2
,extracted

fromtheageofcontactlessfingerprinting.

(∝ )ThesetΩ
1
:

Thisgroupingofminutiaeisobtainedbydetectingandvalidatingthefinalminutiae.

• (ui,vi)correspondstothecoordinatesofthepositionoftheterminationinthefingerprintimage;
• Theangleoforientationϕ

i
islinkedtotheoutgoingbranchofthepoint.

Ω Ψ
1

1= = ∈ ∈



      { ( ) }, , ; ...

i i i i
u v iϕ  (1)

Thenumberofterminationsdetectedandvalidatedis∈ .

β  The Set Ω
2
:

Bifurcations detected and validated are regrouping in this set. So for each bifurcation, two
characteristicsareextracted:
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• Thecoordinates(uj,vj)ofthebifurcationpoint
• Thethreeanglesϕ ϕ ϕ

1 2 3j j j
and, , asshowninfigure3.

Ω
2 1 2 3

1= = ∈{ , , , , ); [ ... ]A u v and j
j j j j j j

ϕ ϕ ϕ σ               (2)
σ isthenumberofbifurcationsdetectedandvalidated.(Djaraetal,2009).Inthenextsub-section,
wewilldealwiththebifurcationbranches.

Bifurcation Branches orientation
Therelativeanglesofthethreebranchesconstitutethevicinityofabifurcationpoint.Theseangles
constitute the parameters for spatial characterization of the bifurcation. The authors in (Dara et
al,2009)havecenteredawindowWofsizemxm.WecanobservethreepointsQ1,Q2,Q3with
respectivecoordinates:(u1,v1),(u2,v2),(u3,v3)branchintersectionwithWontheperimeterofthe
window.Theyuseda13x13window.

Thisisdependentontheminimumlengthofabranch.Theyselectedforaminimumbranch
lengthof15pixelsafterseveralexperimentaltests.Togetaroundthedifficultyofendingupwitha
windowthatdoesnotexactlycoincidewiththebranchesduringitslargersizehasthisminimum
length,itwouldthenbenecessarythatthewindowsizebecorrespondingtothisminimumlength.
Todeterminetheanglesϕ ϕ ϕ

1 2 3j j j
, , betweenthebranches,youwillhavetoapplytheformulas(3),

(4),(5)(seeFigure3).

ϕ
1

1 2

1 2
j

j j

j j

Arccos
B P B P

B P B P
=

×













� ���� � ����
.

 (3)

Figure 2. Determination of the termination angle (Djara et al, 2009)
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Bjisthejthbifurcationpoint.
Inshort,theMbifurcationpointsareassociatedwithamatrixmadeupofMrowsand5columns

(6).Eachbifurcationpointissymbolizedbyarankinthematrixandthecolumnsrepresentrespectively
thecoordinatesofthepointandtheangleswhichthebranchesmakebetweenthem.

vb1
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� �� � �
��
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u v
M M M M M

ϕ ϕ ϕ
1 2 3

 (6)

Nextsection,wewilldealwithanglesterminalbranchesorientation.

orientation Angles of Terminal Branches
Itwillbeaquestionofconsideringtwoconcentricwindows(F0,F1)oftheendpointTi.F0isthesize
n*nandF1isthesizem*mwithn< m.AlongthecircumferenceofthewindowF0.Thus,alongthe
perimeterofF1,thereisapointofintercessionofthebranchwithF1.Wethusconsider θ

j
asthe

terminationangle.Allthisisshowninfigure2.
Thedeterminationofthisangleisdonebyapplyingtheformula(7)

Figure 3. Determination of the bifurcation angle [26]
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Inshort,amatrixwithNlinesand3columns(8)correspondstotheNterminalpoints.Each
termination is representedbya line thecoordinatesof thepointand theangleof thebranchare
representedrespectivelyattheterminationandthecolumns.

vb2

1 1 1
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      (8)(Djaraetal,2009)

Tomakeasummary,allthepointscanberepresentedby:M= m
i i

N{ }
=1

whithm tu v
i i ij i
= ( , , , )ϕ 

whereNisthenumberofcharacteristicpoints,ui,viaretheu,vcoordinatesoftheithminutia,ϕ
i


isorientationoftheithminutiaandtiistheminutiatype.
Sincewehavealreadydescribedwhatarecontactlessfingerprint templateandhisusagefor

authentication,wewillgothroughthestateoftheartinnextsection.

LITeRATURe ReVIew

Generally classified as revocable biometrics (Ratha et al, 2007) and crypto-biometric systems
(Cavoukianetal,1996),theprotectionofbiometrictemplatesisboomingduetotheincreaseand
improvementofimpostortechniques.Byapplyingadistortionandarenewedtransformationtothe
characteristicsoforiginalbiometricdata,revocablebiometricsmakesitpossibletooutputatemplate
thatiscomputer-impossibletoretrieve.Adigitalkeyisissuedthatislinkedtotheuser’sbiometric
data.Thefirstsophisticatedfingerprint-basedkeylinkingtechniquewasfirstexhibitedbySoutar
etal.andextendedbymytec(Tomkoetal,1996)andthenthisversionevolvedtobecomeMytec2
(Soutaretal,1998),(Soutaretal,1999).Theirsolutionsarebasedonthecorrelationthatprovedtobe
insolubleinthesenseofaccuracyandsecurity.JuelsandWattenberg(Jueletal,1999)havesuggested
theirsolutioninordertoachieveacryptographictypebycombiningseveraltechniquesinthefieldof
error-correctingcodesandcryptography.Theauthorsproposedin‘B.Teohetal,2007)arandomized
dynamicquantizationtransformationtobeappliedtothecharacteristicsoffingerprintsextractedfrom
amulti-channelGaborfiltersothattheyarebinary.Followingthis,aschemecalledFingercodein
whichafuzzyextractorbasedonastableandorderednon-variablerepresentationofbiometricdata
isproposedbytheauthorsin(T.Tongetal,2007).Later,otherauthorsin(Wangetal,2016)have
dimensionedthefuzzyvaultsystem,inwhichthemajorityofthechaffpointsareaugmentedwith
theoriginaldatapointssothattheimpostorcannotrecognizetheoriginaldatapointsfromasafe.A
fuzzyvaultsystemthatlocksthepointsofminutiaecalledthe“fingerprintvault”hasbeenproposed
bytheauthorsin(A.Nagaretal,2008)).Othersin(A.Nagaretal,2010),(E.Boultetal,2007)have
proposedafuzzyvaultbasedonimprovedsecurity.Theyusedtheorientationofthepointsofdetail.
OtherauthorssuchasRathaetal.haveinsteadintroducedrevocablebiometricsusingnon-invertible
transformationsofusercharacteristics.Theauthorsin(D.Ahnetal,2007)refinedandcombined
encryptionandfeaturetransformationtoprovidethepopularknownusermodelcalledbetokenbiotop.
Asafirststepsomeauthorsin(Wangetal,2012)suggestedapropertytransmutationapproachbased
ontheproductionoftripletsstartingfromtheminutiaeoffingerprintcharacteristics.Otherauthors
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haveharmonisedthesymmetrichashfunctionfork-tripletsofaminutiae.Thissolutionprovedtobe
robustagainstmultipleattacks;unfortunatelyitsidentificationprowesshasdeclined.Theauthorsin
(Wangetal,2012),ontheotherhand,wereconcernedaboutprotectingtheoriginalfingerprintdata.
Theysuggestedaframeworkinwhichapointofdensemappingseveraltooneisused.Othersin
(HaleviH.etal,2013)suggestadevicetoidentifyacustomeraccordingtohispositionusingradio
frequencyidentification(RFID)systems.Someauthorsin(Sadhyaetal,2015)havesuggestedthe
approachoftherevocablefingerprintmodelbasedontheclosestneighborhoodkarchitecture.An
approachbasedonthefirstcentralpointsidentifiedinordertodetecttheareaofinterest(ROI)has
beenproposedbysomeauthorsin(E.Dermanetal,2016).Thecharacteristicelementswithinthe
ROIareonlyusedinthisapproach.Someotherauthorshavedevelopedfundamentaltechniquesby
buildingfixed-lengthstructuresfromminutiaepoints.Somecustomerspecimensareneededinthis
methodfortheimplementationofthesystem.Authorsin(S.Wangetal,2016)havesuggesteda
techniquewithoutalignmentinordertoproducerevocablemodels.Itisanon-reversiblemethodwhich
isusedtoensurethesafetyofthebit-prickfrequencyspecimensused.Aschemeoriginallybased
ontheDelaunaytrianglesfortheproductionofrevocableclientpatternswassuggestedin(Sadhya
etal,2016).Abiometricidentificationschemeissuggested.Thisschemeisbasedonthegeometric
statisticaldescriptor.Alsotoprotectthefingerprintcharacteristicsofaclient,theauthorsin(Sadhya
etal,2017)suggestedaframeworkbasedonthemergingofstructures.Ahybridfingerprintmating
thatconsistsofasinglestepof localminutiaematingfollowedbyaconsolidationstephasbeen
experimentedbyresearchersin(Htranetal,2017).Analignmentfreeframeworkhasbeenproposed
byWangandHu(Wangetal,2019)throughtheuseofthenon-invertibletransformationforsecuring
thetemplatesthatarecancelable.Anotheralignmentinvarianttechniquebasedonminutiaetripletis
designedbyAhnetal.(Ahnetal,2008).Tranetal.(Tranetal,2017)havedesignedamethodbased
onhybridmatcherforuserauthentication.Wangetal.(WangS.etal,2017))usedzonedminutiapair
forlocalminutiaestructuretodesignaschemethatcomputescancelableusertemplate.Boultetal.
(Boultetal,2007)haveintroducedBiotopbiotoken,whicharegeneratedthroughencryptionofuser
data.ThefingerprintimageisenhancedbyKhanetal.in(Khanetal,2017)byusinganisotropic
Gaussian.Alietal.in(Alietal,2019)designedatechniqueinwhichsecuredfingerprintfeatures
areused,whichhasbeenfurtherenhancedin(Alietal,2020).Alietal.(AliSetal,2010)have
designedasecure3-dimensionalsecuredusertemplatethroughtherelocationofminutiaepoints.
Thefingerprintfeaturesusedarethetranslation/rotationvariant.

Alietal.(AliS.etal2019)haveproposedPolynomialVault,inwhichtheyusedpolynomial
functionsandthefingerprinttogenerateapolynomialfunctionwhichistreatedausertemplate.In
thistechnique,alltheminutiaepointsofafingerprintareused,duetowhichitisnotoptimized.
Fingerprintshell(Moujahdiet,2014)hasbeenintroducedbyMoujahdietal.,inthistechnique,the
templatecomputedhasa2Dshellshapestructure.Basedon(Moujahdietal),AliandPrakash(Aliet
al,2015)proposedatechniquewithbetterrecognitionperformance.However,featuresofafingerprint
areinsecureinFingerprintShell(LeeS.etal,2020),Alietal.(AliS.etal,2019)designedasecure
versionof(Moujahdietal,2014)whichwasa3Dfingerprintshellandwasmuchmoresecurethan
the2D fingerprint shell (Moujahdi et al, 2014). It is observed that the ridge count for different
minutiaepoints(withrespecttothesingularpoint)isfoundtobedifferent.Alietal.useditin(Ali
S.etal,2019)andaddedhighrandomnesstothegeneratedusertemplate.Thepresentframeworks
forfingerprint-basedbiometricsaregenerallyinsecureandunoptimized.Insometechniques,itis
evenpossibletoobtaintheoriginalbiometricfeaturesinformationfromtheusertemplate(AliS.
etal,2019;Moujahdietal,2014).Apartfromsecurity,theavailabletechniquesusuallyuseallthe
minutiaepointsforthetemplategeneration,leadingtoanunoptimizedusertemplatethatmakesthe
authenticationsystemslow.Hence,intheproposedtechniquewehavegeneratedahighlyrobustand
irreversibletemplateforauser.Thetemplategeneratedbytheproposedtechniqueisa3Dshelland
hencemuchstrongerthana2Dfingerprintshell(AliS.etal,2019;Moujahdietal,2014).Withother
attributesofminutiaepointsofafingerprint,wehaveusedthequalityofminutiapointaswell,leading



International Journal of Security and Privacy in Pervasive Computing
Volume 14 • Issue 1

8

toahighlysecureandoptimizedusertemplate.Asonlygood-qualityminutiaepoints(withbetter
ridgeterminationorbifurcation(AliSetal,2019)areused,thismakestheauthenticationsystem
muchfaster.Incaseadversarygetstheusertemplategeneratedbytheproposedtechnique,thenit
isnotpossible(computationallyveryhard)fortheadversarytoobtaintheoriginalfingerprintofa
userfromit;andthecompromisedusertemplatecanbeeasilyreplacedwithanewtemplate(very
differentfromthecompromisedtemplate)bychangingtheuserkeys.

INTRoDUCTIoN To DFT AND RANDoM PRoJeCTIoN

Inthischapter,wewillexplainwhatisDFTandRandomprojectionbeforeuseitforconstruction
ofourtemplate.

DFT
Eitherabinaryfingerprintsample(,C),translatedbyequation(9),indicatingthebinarybiometric
representationobtainedfromthefingerprintsbeforetransformation.

wbi = −[ ( ), ( ),..., ( )C C C m
i i i

X0 1 1  (9)

whereC(i)∈ {0,1};andirangesfrom0to(m-1),mrepresentingthesizeofthetemplate.Sincewb
containssensitiveinformationrelatingtobiometriccharacteristics,itmustbesecured.Sinceitisin
binary form, it is possible to reduce the search space (during the revocable template inversion
operation),especiallywhentheybielementsaredistributedinanon-uniformandscatteredmanner.
Thus,theDFTcouldbeappliedto w

bi
beforetherandomprojectionisappliedtoit,sothatadense

representationofthedataisobtainedattheend.WenowtakeN-pointDFTof v
b

asshownin(10).

w wBi bi=M  (10)

whereMisaDFTmatrixasshownin(11),andN n= ≥2  and N m .Thevalueof w
B

canbe
representedasshownin(11).
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g g g

g g g

g g g

N

N

N N N

=
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2 4 2 1

1 2 1 1

�

�

�

� � � � �

� NN−( )































1

 (11)

wB = −[ ( ), ( ),... ( )]D D D m X0 1 1  (12)

whereg j
N

= −exp( )2π .TheDFTmatrixisaunitarymatrixandtheDFToperationishighlyinvertible.

ItistobenotedthatpurposeoftakingDFTisjusttoscatterthesparselydistributedvaluesof w
bi

.
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Random Projection Technique
TheJohnson-Lindenstrauss(JL)Lemma(Johnson&Lindenstrauss,1984)and(Bingham&Maltoni,
2001)basicallystatesthatasetofpointsPinahigher-dimensionalEuclideanspace RN canbe
embeddedintoalower-dimensionalEuclideanspaceInsuchthatthepair-wisedistanceofanytwo
pointsismaintainedapproximately.TheJLlemmaisgivenas:

Letε∈ (0,1)begiven.ForeverysetPof#(P)pointsinRN ,ifnisapositiveintegersuchthat,

n n o> =
( )( )










0 2
�
ln # P

µ
 (13)

Thenitcanbeconcludedfromequation(5),thatthereexistsaLipschitzmappingf:ℜ → ℜN n suchthat

1 12 2 2−( ) − ≤ ( )− ( ) ≤ +( ) −µ x y f x f y µ x y� � �  (14)

forallx, y∈ P.
Thefunctionfisalinearmappingrepresentedbyk×dmatrixψwhichhasitscomponentsdrawn

randomlyfromspecificprobabilitydistributions.Henceitisclearthatthestatisticalcharacteristics
requiredforrecognitioncanbepreservedevenwhilechangingtheoriginalformofthedata.The
matriceswhichsatisfy (14) foranygivensetofpointsPareas follows(providednsatisfies the
conditionofJLlemma):

a) Theentriesψ
i j,

 of Ψ arerealizationsofindependentGaussianrandomvariables;
b) Theentries ψ

i j,
 of Ψ arerealizationsof±1Bernoullirandomvariableswithaprobabilityof

0.5;
c) Theentriesψ

i j,
 of Ψ arerealizationsofrelateddistributionsincludingvaluesof± 3

(eachwithaprobabilityof0.167)and0(withaprobabilityof0.67);

Allthethreematriceshaveprovedtoprovidesuccessfulprojectionmatriceswhichendupin
similarresults.ButwehaveusedGaussianprojectionsinourexperiments.Theprocessofprojecting
thebinarybiometricrepresentationv

B
onrandommatrixΨ isdefinedas:

T vd N d k k N
B B
( ) ( ) ( )× = × ×ψ  (15)

Thepair-wisedistancesbetweenthevectorsmustbepreservedbeforeandaftertransformation.
The extent of preservation of pair-wise distances between the vectors highly depends upon the
projectionvectors ω

i
∈ Ψ .AccordingtoJLlemma,thecriticalpropertyoftherandomprojection

matrixisthatitscolumnvectorsω
i
mustbeorthogonaltoeachother.Thiscanbeachievedbyusing

GramSchmidtorthogonalizationtechnique.Butthistechniqueincreasesthecomputationalcomplexity
toagreatmagnitude.

Severalmeasureshavebeenproposed to reduce the computational complexity. (Har-pele&
Indyk,2012)havereportedthattheconditionoforthogonallymustbeeliminatedwhileusingrandom
projectionstoapproximatenearest-neighborinEuclideanspaceofhigherdimension.Asanextension
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toproof,theyusedarandomprojectionmatrixwhosecolumnentriesareindependentrandomvariables
withGaussiandistribution.Theprojectionofsuchamatrixhaspossesseschi-squaredistributionwith
k-degreesoffreedom.Furtherthetailestimatesforthisdistributioncanbeusedtoprovethatthe
pair-wisedistancebetweenanytwopointsisnotdistortedbyafactormorethan( ,1± σ σ where 0< <1) .
Henceitisclearthatarandomprojectionmatrixwhoseelementsarenormallydistributedpreserve
thepair-wisedistancebetweenvectorsevenaftertransformation.Thisreducesthecomputational
complexityofgeneratingrandommatrixsincetheorthogonalityconditionisdropped.

PRoPoSeD SySTeM FoR GeNeRATIoN oF CoMPLeX 
CoNTACTLeSS CANCeLABLe FINGeRPRINT TeMPLATe

InthissectionwewillusetheDFTandrandomprojectiontobuildourcomplexecontactlesscancelable
fingerprinttemplate.

Generation of Contactless Binary Fingerprint Template
The input fingerprint image from sensor is pre-processed using enhancement and binarization
techniques.Thenthebinarizedimageissubjectedtothinningprocesssothattheridgesbecomeone
pixelwide.Theridgesarethincurvedlinesinfingerprint,whichmaybifurcateorterminate.These
bifurcationsandterminationsarecalledminutia.Eachandeveryfingerprinthasabout70-150minutia
points.LetE1andE2betwosetsofminutiae.

(a) ThesetE1:

This set gathers the terminatingminutiaedetected andvalidated.For each termination, two
characteristicsareextracted:

• Thepositionoftheterminationintheimage:coordinates(ui,vi),
• Orientationθ

j
linkedtotheoutgoingbranchofthepointasshowninFigure2.

E1 = {Ti = (ui, vi, ϕ = −[ ( ), ( ),..., ( )C C C m
i i i

X0 1 1 i) i ϵ [1…N]}
Nisthenumberofterminationsdetectedandvalidated.

(b) ThesetE2:

Itgroupsallthebifurcationsdetectedandvalidated.Thusforeachbifurcation,twocharacteristics
areextracted:

• Thecoordinates(uj, vj)thebifurcationpoint
• Thethreeanglesϕ 1j,ϕ 2jetϕ 3jasshowninFigure3.

E2={Bj=(uj,vj,ϕ1j ,ϕ2 j ,ϕ
3 j

);jϵ[1…M]}
Misthenumberofbifurcationsdetectedandvalidated.Here,u

i
andv

i
,ϕ

i
rangingfrom[0,2

π ],andϕ representtheposition,theorientation,andthetypeofminutiae(bifurcationortermination),
respectively.Thebinaryfingerprinttemplate(v

b
)isgeneratedusingtheseminutiapointsasshown

in(Wangetal,2014).
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System Model Using Proposed Technique
Enrolmentandverificationarethetwoprocessessuggestedbyourtemplatethroughthefollowing
biometricscheme(Figure4)

Theproposedtechniqueallowsarevocablemodeltobegeneratedfromabinaryfingerprintto
obtainanon-contactrevocablespecimen,whichcanbemodeledmathematicallywithreferenceto
ourproposedsystem(usingequations(16),(17)and(18))asbelow:

Q Mw
Bi bi
= Ψ  (16)

Inshort,thegenerationoftherevocablecontactlessfingerprinttemplateisgeneratedbyapplying
theextractedcharacteristicstotheFTD.Tochecktheaccuracyofthecustomer(inthetransformation
domain)wetransformaquerybinaryfingerprinttemplate(sayQ

q
)intoquerrycontactlesscancelable

fingerprinttemplate(sayQq)usingequation(17).Toconfirmthebinarymatchingofthesamples,
thedistanceQ

B
andQ

q
(L(Q

B
,Q

q
))willhavetobecalculatedsothat:

L Q Q
l

w Q w
B q

B q

B q

,
,

( )
( ) = ( )

( )− ( )
Q Q

Q
 (17)

Figure 4: Determination of bifurcation angles (Djara etal,2009)

Figure 5. Block Diagram of Proposed Technique (Enrolment Phase)
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R
Q Q

B q=
( ) <







1

0

, ,

,

L Q

otherwise
 (18)

whereQisapredefinedthreshold.Equation(18)givesthevalueofL.IfR=1thenthetemplatesand
asrepresentedbyEquation(10).

We choose the binary fingerprint template, DFT matrix and random matrix with the same
dimensionforconvenience.

Process Stages Implied in The Suggested Approach
Theentrydataintheproposedsystemcorrespondstothecharacteristicsextractedfromtheuser’s
fingerprint.Thephasesimpliedintheregistrationstepandthecheckingstagesareoutlinedbelow.

üStages entailed in the registration round:
1. GenerationofN-pointDFTofRBifromDFTunitbasedonequation(10)andresultisRBi

Stage2:GenerationofΏusingRandomtransformationunits
2. The projection of Ώ on RBi stands for random projection unit which acts as feature

transformationunit.
3. TBiskeptinthedatabank.
4. Forverificationsake,wegivetherandommatrixtotheuser.

üVerification Stages
1. GenerationofN-pointDFTofwbiusingDFTunity
2. TheprojectionofΩ (enteredbyclient)bythefunctionalitytransformationunitonRBi,and

producesaquerymodelcalledQqi
3. CorrespondencebetweenQBiandQqibasedonequation(10)andadecision(yes/no)ismade

astowhetherornotitistheclient

Comparison of Fingerprints in the Transformed Domain
Inordertoprotecttheoriginalfeaturesofthefingerprintsinthetransformationdomain,thefingerprint
comparisonforrevocabledatainthetransformationdomainisperformed.Thereforeafingerprint
authentication request is evaluated through identical identificationprocedures, i.e. theextraction
andsubsequenttransformationofthecharacteristicsofthefingerprintmodel.Inotherwords,the
contactlessfingerprintmodelsareconstructedfromequation(10),followedbyquantificationand
modulo(3)operation.ThepartialFFT(17)isthenappliedtothebinaryvector.Letuschoosethe
letter“t”and“q”asasubscripttodistinguishthemodelfromthequeryforclarity.

ReSULTS AND DISCUSSIoNS

Image Dataset
Weevaluatedourproposedmodelagainstseveralotherpubliclyavailableandusabledatabasessuch
asDB1andDB2fromFVC2002andFVC2004.AllavailableinformationispresentedinTable1.We
usedMATLABR2015a.Testsforauthenticityanddeceptionwereconductedonallfourdatabases.
Weusedthefirstimageofeachfingerfromeachdatabasewasusedasareferenceimage.Thequery
isassimilatedwitheverysecondimagefromthedatabase.Thus,wehad199originalscoresand
((100*99)/2)=4950perpetratorscoresforeachdatabase.
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Complexity Analysis

The reduction of the complexity of our technique has been achieved through the use of DFT and random
projection.Let’sconsiderO(.),thecomputationalcomplexityofanalgorithm.Ourmethodtakesintoaccounta
DFTwithNpointsandarandomprojection.The(Proaski&Manolaski,1996)Radix-2FFTalgorithmallows
theimplementationofN-pointFFT.WeevaluatetheRadix-2FFTalgorithmatacomplexityofO((ln(N))/Nln2).
WeestimatethecomputationalcomplexityoftherandomprojectionatO((k-1)dN)andtheoverallcomplexity
isevaluatedatO[N((ln(N))/(ln(2))+kd)] Inviewof theabovewecanconclude that the lowcomputational
complexityofourmodelgivesitthepropertiesofbeingsuitablefordeviceswithlimitedmemoryandpower
suchasmobilephones.

Matching-Performance Analysis

Weevaluateperformancethroughthecalculationoftheerrorrate(EER)whichisevaluatedasafunctionof
thefalserejectrate(FRR)andthefalseacceptancepercentage(FAR).Thesedifferentpercentagesareusedto
evaluatethematchingperformanceoftheoriginalandtransformedspecimens.WecalculatetheFRRandthe
FARrespectivelyusingequations(19)and(20).

FRR=(Number of failed rejections)/(Number of legitimate access attempts)×100 (19)

FAR=(Number of false acceptances)/(Number of imposter attempts)×100 (20)

FRR=1-GAR

Wematch theevaluatedFRRwith the samespecimensstored in thedatabase foranextracted feature
packet.ToevaluatetheFAR,arevocablefingerprintspecimeniscomparedwithallspecimensinthedatabase.
WeequatetheERRtotheerrortrade-offbetweenFARandFRR,whichmeansthatFARandFRRareagitated
fromathresholdvalue.TheinverseproportionaltotheERRvalueindicatestheperformanceofthesystem.
Bycomparing theEERofamodel transformedby (Wang&Hu,2016; Jin&Hu,2014))with thatof the
revocablecontactlessfingerprintmodels,theEERofthecontactlessfingerprintmodelsismoreefficientand
better.Inordertogeneraterevocablefingerprintmodelstransformedintobinaryformat,weusedaHamming
integrationtechniquebasedonarandomizedgraph.Inordertoproduceacomplexvectorfingerprintmodel,
ablindidentificationsystemwasintroducedby(Wang&Hu,2016).Table2presentsthecomparativeresults.

Table 1. Details of the datasets used in experimentation

Details    FVC2002 DB1      FVC2002 DB2      FVC2004 DB1     FVC2004 DB2

No.offingers      100        100        100 100

No.ofimagesofeach
finger

      8         8 8 8

Sizeofimage   388×374      296×560      640×480 328×364

Imageformat TaggedImageFile
Format

TaggedImageFileFormat TaggedImageFile
Format

TaggedImageFile
Format

Table 2. EER (%) Comparison

Methods FVC2002 DB1 FVC2002 DB2 FVC2004 DB1 FVC2004 DB2

(Jin,Lim,Teoh,andGoi,2014) 4.36 1.77 - 21.82

(Wang,andHu,2016) 3 2 - -

ProposedSystem 1.25 2.54 8.62 12.28
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Non-Invertibility Analysis
Animportantpropertyofrevocablebiometricsystemsthatensuresthetransformationappliedisone-
sidedisinversibility.Indeed,thetransformationmustnotbereversible.Inotherwords,thespecimen
obtainedafterTBitransformationmustnotprovidetheinformationoftheoriginalbinaryVBispecimen.
LetussupposethattheTBImatrixandtherandomVBimatrixhavebeenstolenbyaforger,i.e.the
maliciouspersontriesbyallmeanstoidentifythetransformationprocessandtofindtheoriginal
biometriccharacteristicsfromtheclueshehasinhispossession.Sinceourspecimenoffersinthis
sensealmostindeterminatesolutions,aspresentedby(Wang&Hu,2012)infinityofsolutionstoVBiis
thusoffered.Thepossibilityofrecoveringtheoriginalbinarybiometricpropertiesistoothin.Figures
(3-a)and(3-b)showthereceiveroperatingcharacteristic(ROC)foreachdatasetinthestolentake
scenario.WecomparetheOCRofthenon-contactrevocablefingerprintspecimen(post-processing)
withthatoftheoriginalmodel(pre-processing).Wecanclearlyobservethesimilarityofthespecimen
recognitionperformancefortheFVC2002DB1andDB2databases,whiletheyarenotatallsimilar
fortheFVC2002-2004DB1andDB2databasesduetothepoorimagequality.

Diversity Analysis
Fromeachdatabase,differentrevocablespecimens(e.g.T1andT2)wereobtainedusingtherandom
matrices.Wethenevaluatethecorrelation(Δ)betweeneachpairofrevocablemodelsbasedonequation
(22).Letuscallthecorrelationindex(Δ’)theaverageofallthevaluesfrom𝞭 that correspond to the
revocablepatternsgeneratedbyeachrespectivefingerprint.The𝞭 ’ values for the revocable patterns
foreachCVFdatabasehavebeenstoredinTable3.Itshouldbenotedthattwodifferentspecimens
extractedfromthesamefingerprintsampleusingdifferentrandommatricesshare0.22%ofthemutual
informationandallthisispossiblewhen𝞭 ’=0.0021

δ T T
TT TT

T T
1 2

1 2 1 2

1 2 2 2

,
|| ||

( ) = +

+
 (22)

Figure 6. ROC curves for FVC2002 DB1, DBs2, DB3 and FVC 2004 DB2 in the lost-key scenario
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Revocability and Diversity
Revocablebiometricdatahaveasinequanonpropertywhichisrevocability.Whenastoredtemplate
isoverwritten,it isimportantthattheoldtemplateisdeletedandanewtemplateisgeneratedto
succeedtheoldonesothatthereisnomatchbetweentheoldandnewtemplatedespitethefactthat
itisfromthesamefingerprint.Itshouldbenotedthatdiversityiscloselyrelatedtorevocability.By
theconceptofdiversityitshouldbeunderstoodthatnomatterhowmanytransformedmodelsare
derivedfromthesamefingerprint,thereshouldbenocorrelationbetweenthenewandtheoldmodel.
Inordertoevaluatethedifferencefromtheoldoneandsamefingerprint,weconducttherevocability
anddiversityteststomeasuretheircorrelation.Atotalof51transformedmodelsweregeneratedfrom
asinglefingerprintimageofeachfingerinFVC2002DB2usingkeysofdifferentparameters.We
comparedthesepseudo-printtemplatestotheoriginalspecimen.Wepresentadistributionofmalware
bycontrastingitwiththedistributionofclientswheneachuserinourdatabasehasadifferentkey.It
isclearthatthemalwaredistributionisveryclosetotheclientdistribution.Themeanandstandard
derivationofthemalwaredistributionare0.1540and0.1499(mean)and0.0165(standardderivation)
respectivelyofthedistributionofimposters.Wenoticethroughtheseresultsthatthenewlygenerated
modelshavenolinkwiththecompromisedmodelandpresentadifferencebetweenthem(onefrom
theother)astheycomefromthesamefingerprint.

Table 3. Correlation Coefficients of Templates

Database ∆

FVC2002DB1 0.0021

FVC2002DB2 0.0023

FVC2004DB1 0.0018

FVC2004DB2 0.0024

Figure 7. Pseudo-imposter and imposter distributions for FVC2002 DB2
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Security Analysis

Sincedatafromcontactlessfingerprints(theminutiaematrix)isverysensitiveinformation,weneedtoprotectitwithour

techniqueforsecuringfingerprinttemplates.ProtectingEimeansprotectingthebinarystring d
c

s

α
α

( ){ }
=

−

0

1

where1represents

thequantizedEi.Oursuggestedtechniqueprovidesenhancedsecurityontwolevels.Weensurethesecurityofthefirstlayer

by decreasing the length of d
c

s

α
α

( ){ }
=

−

0

1

 using modular arithmetic (3), with a shortened binary uncertainty increase

d
a

s

α
α

( ){ }
=

−

0

1

.Thustheentriesof d
a

s

α
α

( ){ }
=

−

0

1

wouldbeduetotheeventthatthestartingvalueiseitherduetothemodular

exerciseorbothasanalyzedinsectionIII.1.ThusthisfirstlayerofprotectionhelpstodrasticallyreduceARMrisks.Changing

theSparameterwillcause d
a

s

α
α

( ){ }
=

−

0

1

orsimilarlyd
a

in(4)tovaryfromoneapplicationtoanother.Sincebistheinput

ofthepartialDFT,ifbcisdifferentindifferentapplications,itwouldbetotallyuselessforamaliciousperson
tocollectseveralrevocablesampleshinordertolaunchARMattacks,becauseARMwouldonlyworkifthe
samevalueofbwasusedinalltargetapplications.TheFTD(10)constitutesinitselfthesecondlayerofsecurity
setinmotionbytheproposedtechnologyandinvolvesasub-determinedsetoflinearequations.Sincethepartial
DFTmatrixMin(10)isoffullrowbutdeficientcolumnrow,nullity(M)=N-row(M)=N-Y(10).Isalsoa
solution(10),anyvectoroftheformdα +fprovidedthatitbelongstothenullspaceofMandthereisaninfinity
ofsolutionforf.Ontheotherhand,inthissituation,thesolutionsarenotinfinitebutrathertheyarealways
numerous.Thisisdemonstratedbydoingananalysisofthesolutionsoftheunder-determinedsystem(10)taking
intoaccountthenumberofbasic(orfixed)variablesandthenumberoffreevariables.Giventhatrank(M)=Y,
thereareRfixedvariablesand(N-Y)freevariablesfor(10)wecanexpressthesystemsolutionasfixedvariables
for(10)andwecanexpressthefixedsolutionofthesystemwithrespecttothefreevariables.Considerasingle
binaryvector,e.g.bc,canbeindicatedforthesolutionof(17),contrastingitwithvectorswhosevaluesarereal
orcomplex,thefree(N-Y)valuescantakevaluesof0or1.Wethenhave2N-Ypossibilitiesforbc,between
whichtherealbcsolution.Let’stakealook,forexample,atsomeofthevalueswehaveexperienced.Forexample,
let’stakeN=214andY=800andweget2N-Y=215584,proofthatitisveryunlikelytosucceedinfindingthe
truesolutiondαamong215584possiblebinaryvaluesolutions,evenifkαandMin(17)arebothknown.

CoNCLUSIoN

Wehavesuggestedarandomprojection-basedapproachbydesigningnon-contactrevocablefingerprintspecimens
basedoncomplexbiometrictemplatesappliedtothenon-contactfingerprintspecimen.Thesesamplefingerprint
featuresaresometimesverydifficult tofind.Themethoddevelopedisveryrobust.Thusinsuchcases, the
DFTextendsthespectrumandsufficientlyreducesthedispersion.Thespecificpropertiesofrobustfingerprint
transformationshavebeenachievedbyourrevocablenon-contactfingerprintspecimen,namelyrevocability,
diversity, non-invertibility and comparison performance. An approach based on the application of binary
biometricfeaturetransformationfunctions.ThenextchallengethereforeremainsontheITsideandespecially
forsystemswithlowmemorycapacitysuchassmartphones.Thisisasignificantadvancecomparedtoother
revocablemodelsthatarevulnerabletoARMattacks(Djaraetal,2009).Evaluatingournewmodelcompared
totheFVC2002DB1,DB2andDB3andFVC2004DB2models,itappearsthatthenewmethodoffersbetter
performancethanthosepresentedinthestateoftheart.Theinstallationofarevocableandsecurenon-contact
modelrequiresintenseworkespeciallyagainstARMs,especiallywhenitrequiresareductionindimensions.
MorerobusttechniquesareneededtoenablecontactlessbiometricstotrulycombatARMattacks.Theuseof
polynomialvaultingtechniquesseemstoindicatepromisingandmorerobustavenues.
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