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ABSTRACT

In view of the different dangers to which users of contactless biometric systems are exposed, the authors
have developed a contactless secure revocable model based on random projection and DFT (Discrete
Fourier Transformation) to enhance contactless fingerprint authentication. Two matrices emerge,
namely corresponding to the terminations and corresponding to the bifurcations. These matrices
are then transformed in a first time thanks to the random projection. In a second time, they apply
to them the Discrete Fourier Transformation called the DFT. This proposed non-contact revocable
fingerprint model meets the requirements of revocability, diversity, security, and non-reversibility.
The evaluation of the model through its results gives the most promising results compared to those
existing. The equal error rate (EER) obtained is respectively equal to 0.19% for FVC2002 DB1, 1%
for FVC2002 DB2, 4.29% for FVC2002 DB3, and 9.01% for FVC2004 DB2.
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INTRODUCTION

Biometric authentication systems are increasingly being used extensively as part of the manifestation
of identity and access control. It is based on the physiological characteristics that can be measured
(signature, fingerprint, gait, strike, ...) of a human being. For a long time it has been used in sensitive
systems passwords or tokens to allow users to authenticate. Generically, the biometric application
is composed of: a) a sensor unit for recovering the non-contact image, b) generating a feature vector
after the image acquisition from the contactless sensors in the module feature extraction, ¢) Storing
extracted features in a database, d) Comparison module to check whether the stored characteristics
match those of the user, e) a decision-making module for authorizing or not the access.

The most widely used biometric modality in many human authentication systems is the fingerprint
as it offers both unnoticed and high performance. Compared to these modalities, the munities are the
most appreciated representation. Unfortunately, many studies have shown that the original fingerprint
could be based on sensitive information, which puts the fingerprint security debate back on the map.
(Patel & Ratha, 2015) listed several levels of perpetrator attacks against a biometric authentication
application that we illustrated in Figure 1. i) falsified biometric features such as a manufactured
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Figure 1. Weakness point in a biometric system
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finger that can be presented to the image cipher unit, 2i) fraudulently captured mage submission to
the system, 3i) a trojan horse program illegally presented to the device. extraction of characteristics
to prefabricate features, 4i) false functions can be used to substitute for real functions, 5i) In order to
bypass the system, illegal troop programs are used in the comparison module in order to produce a high
score, 61) can transform or revoke models stored in the database, 7i) in the communication channel
between non-identical modules can intercept and transformed or the adaptation module overwritten.
Several techniques work for the protection of data as presented by (Balasubramanian & Selv Kumar,
2014). Despite the fact that every day is a day of data protection, diversity and uniqueness performance
is struggling to be achieved, preventing the user from authenticating to multiple applications with a
single biometric model. The solution that achieves diversity and allows a user to register on multiple
applications with the same model is revocable biometrics. (Jain &Nandakumar, 2008) proposed three
main categorizations of approaches to protect biometric models, namely: cryptosystems, characteristic
transformations and hybrid forms. All these methods each have their shortfall presented by (Rathgeb
& Uhl,2011) and do not exactly meet the four main requirements of a perfect protection model. Our
option in this article is the transformation of characteristics The fundamental idea of the functional
transformation approaches is to transform the model by applying a modification function H of the
original biometric model M and helped by a key C; The new model obtained H (M, C) is therefore
stored in the storage module. We also use to generate the comparison model Q the function F. HM,
C) and H(Q, C) are then directly matched in the comparison module in order to decide whether
the user is the correct one or not. Our proposed new approach is a non-invertible transformation
for minute-based models (points of interest is the basis of this approach), which provide diversity,
revocability, security and performance. Beyond all this, and in opposition to the other protection
schemes of fingerprint models, our model is insensitive to the rigid transformations of fingerprint
prints. Faced with the security threats that remain during the matching of fingerprints through the
threats of confidentiality and protection, it urgently urges that suitable solutions be found to ensure
security in biometric systems. The most virulent threats are brute force attacks and replay attacks used
to stop the functioning of databases. Securing the client model, which is stored in a single shipment,
remains a concern. We therefore want to refine the principles of revocability, security in the storage
mode of the client model. The contactless model chosen in this article makes it possible to limit the
possibilities of reproducing the fingerprint because our system does not leave any trace on the sensor
at acquisition therefore this model limits the possibilities of reproduction. Our contribution is to build
a non-reversible transformation that meets the requirements of revocability, diversity, security and
performance. In the rest of this paper, section 2 presents our introduction, section 3 will present the
acquisition of contactless fingerprint images and its processing, section 4 gives an introduction to
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the basics of DFT and projection techniques random, section 5 describes the technique proposed to
extract the revocable fingerprint model, an overview of the full analysis of the results will be given
in section 6 and then we will conclude and give the perspectives in section 7

INTRODUCTION TO CONTACTLESS FINGERPRINT ACQUISITION

The need to identify human reliably has always been a major difficulty. The failure of the usual
methods of identification (smart card, password ...) pushed men to seek other solutions. Biometric
methods have therefore positioned themselves as a credible alternative. in general, two categories of
fingerprint recognition algorithms have been identified throughout the literature. i) the first group of
algorithms which are based on the relative position of the minutiae between them. This approach is
indicated by the authors in [Jain & Hong, 1997;Djara & Vianou, 2009) and used by other authors in
(Galy, 2005; Djara & Vianou, 2009). Directional filtering and binarization applied to the fingerprint
image is successively performed as follows: the thinning (or skeletonization) of the grooves, then the
arrangement on the image is evaluated with a view to lowering the characteristics of similarity between
two templates by patterns. ii) the second category gathers the algorithms aiming to extract other
particularities from these images like the local direction of the grooves as described by (Halici
&Orguin,1996; Djara & Vianou) and (Capelli & Lumini, 1999; Djara & Vianou), the texture at the
heart of the image to through the local frequency components. The author’s proposal should be
underlined by (Maio & Maltoni, 1998; Djara & Vianou,2009). This solution makes it possible to
locate the minutiae directly by using neural networks. In order to raise the robustness of systems
based on fingerprints, the authors proposed to extract the minutiae on the entire finger by choosing
to look at the case of the index. Using a segmentation technique, they proposed a new technique
consisting in extracting the striations and the central line (1) from the striations by skeletonization.
These authors identify and characterize the bifurcation and termination points on the | . in the next
sub-section, we will characterize the minutiae by their parameter.

Spatial Characterization of the Minutiae by Their Parameter

The extraction of the fundamental characteristics of contactless fingerprint images has been explained
in (Djara et al, 2009) by some researchers. Let us consider two sets of minutiae 2 and €2, , extracted
from the age of contactless fingerprinting.

(oc) The set €2 :

This grouping of minutiae is obtained by detecting and validating the final minutiae.

e (u,v,) corresponds to the coordinates of the position of the termination in the fingerprint image;
e The angle of orientation ¢, is linked to the outgoing branch of the point.

Q= {¥, = (u, v,0); i€[l... €]} (1)

The number of terminations detected and validated is €.

B The Set Q, :

Bifurcations detected and validated are regrouping in this set. So for each bifurcation, two
characteristics are extracted:
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e  The coordinates (uj, vj) of the bifurcation point
e The three angles P2 P andgagj as shown in figure 3.

QQ :{A7 :uj,vj,wlj,g02],and<p3j);j€[1...0] (2)
o 1is the number of bifurcations detected and validated.(Djara et al, 2009). In the next sub-section,
we will deal with the bifurcation branches.

Bifurcation Branches Orientation

The relative angles of the three branches constitute the vicinity of a bifurcation point. These angles
constitute the parameters for spatial characterization of the bifurcation. The authors in (Dara et
al, 2009) have centered a window W of size m x m. We can observe three points Q,, Q,, Q, with
respective coordinates: (u, v,), (u,, v,), (u,, v,) branch intersection with W on the perimeter of the
window. They used a 13x13 window.

Figure 2. Determination of the termination angle (Djara et al, 2009)

=)

This is dependent on the minimum length of a branch. They selected for a minimum branch
length of 15 pixels after several experimental tests. To get around the difficulty of ending up with a
window that does not exactly coincide with the branches during its larger size has this minimum
length, it would then be necessary that the window size be corresponding to this minimum length.

To determine the angles ¢, ., ¢, , ¢, between the branches, you will have to apply the formulas (3),
(4), (5) (see Figure 3).
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Figure 3. Determination of the bifurcation angle [26]
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BP,.BP,
@, = Arccos| ——"— (€))
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B, is the jth bifurcation point.

In short, the M bifurcation points are associated with a matrix made up of M rows and 5 columns
(6). Each bifurcation point is symbolized by a rank in the matrix and the columns represent respectively
the coordinates of the point and the angles which the branches make between them.

ul vl g011 g021 SD:H
y = uZ 'U2 S012 SOQQ 9032 (6)

UM UM SO]M SOZM SDSM

Next section, we will deal with angles terminal branches orientation.

Orientation Angles of Terminal Branches

It will be a question of considering two concentric windows (F_,F )of the end point T,. F is the size
n*n and F| is the size m*m with n < m. Along the circumference of the window F . Thus, along the
perimeter of F, there is a point of intercession of the branch with F,. We thus consider 9}. as the

termination angle. All this is shown in figure 2.
The determination of this angle is done by applying the formula (7)
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TP.TP
o = Arccos| ——2—"1— 7
’ TP xTP
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In short, a matrix with N lines and 3 columns (8) corresponds to the N terminal points. Each
termination is represented by a line the coordinates of the point and the angle of the branch are
represented respectively at the termination and the columns.

U vop

u, . 2
y =| "% (8) (Djara et al, 2009)

To make a summary, all the points can be represented by: M = {ml }]\71 whith m = (u]., v, 0.,t.)

where N is the number of characteristic points, u, v, are the u, v coordinates of the ith minutia, @,
is orientation of the i minutia and t, is the minutia type.

Since we have already described what are contactless fingerprint template and his usage for
authentication, we will go through the state of the art in next section.

LITERATURE REVIEW

Generally classified as revocable biometrics (Ratha et al, 2007) and crypto-biometric systems
(Cavoukian et al, 1996), the protection of biometric templates is booming due to the increase and
improvement of impostor techniques. By applying a distortion and a renewed transformation to the
characteristics of original biometric data, revocable biometrics makes it possible to output a template
that is computer-impossible to retrieve. A digital key is issued that is linked to the user’s biometric
data. The first sophisticated fingerprint-based key linking technique was first exhibited by Soutar
et al. and extended by mytec (Tomko et al, 1996) and then this version evolved to become Mytec2
(Soutar et al, 1998), (Soutar et al, 1999). Their solutions are based on the correlation that proved to be
insoluble in the sense of accuracy and security. Juels and Wattenberg (Juel et al,1999) have suggested
their solution in order to achieve a cryptographic type by combining several techniques in the field of
error-correcting codes and cryptography. The authors proposed in ‘B.Teoh et al, 2007) a randomized
dynamic quantization transformation to be applied to the characteristics of fingerprints extracted from
a multi-channel Gabor filter so that they are binary. Following this, a scheme called Fingercode in
which a fuzzy extractor based on a stable and ordered non-variable representation of biometric data
is proposed by the authors in (T. Tong et al, 2007). Later, other authors in (Wang et al, 2016) have
dimensioned the fuzzy vault system, in which the majority of the chaff points are augmented with
the original data points so that the impostor cannot recognize the original data points from a safe. A
fuzzy vault system that locks the points of minutiae called the “fingerprint vault” has been proposed
by the authors in (A. Nagaret al, 2008)). Others in (A. Nagar et al, 2010), (E. Boult et al, 2007) have
proposed a fuzzy vault based on improved security. They used the orientation of the points of detail.
Other authors such as Ratha et al. have instead introduced revocable biometrics using non-invertible
transformations of user characteristics. The authors in (D. Ahn et al, 2007) refined and combined
encryption and feature transformation to provide the popular known user model called betoken biotop.
As afirst step some authors in (Wang et al, 2012) suggested a property transmutation approach based
on the production of triplets starting from the minutiae of fingerprint characteristics. Other authors
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have harmonised the symmetric hash function for k-triplets of a minutiae. This solution proved to be
robust against multiple attacks; unfortunately its identification prowess has declined. The authors in
(Wang et al, 2012), on the other hand, were concerned about protecting the original fingerprint data.
They suggested a framework in which a point of dense mapping several to one is used. Others in
(Halevi H. et al, 2013) suggest a device to identify a customer according to his position using radio
frequency identification (RFID) systems. Some authors in (Sadhya et al, 2015) have suggested the
approach of the revocable fingerprint model based on the closest neighborhood k architecture. An
approach based on the first central points identified in order to detect the area of interest (ROI) has
been proposed by some authors in (E. Derman et al, 2016). The characteristic elements within the
ROI are only used in this approach. Some other authors have developed fundamental techniques by
building fixed-length structures from minutiae points. Some customer specimens are needed in this
method for the implementation of the system. Authors in (S. Wang et al, 2016) have suggested a
technique without alignment in order to produce revocable models. It is a non-reversible method which
is used to ensure the safety of the bit-prick frequency specimens used. A scheme originally based
on the Delaunay triangles for the production of revocable client patterns was suggested in (Sadhya
et al, 2016). A biometric identification scheme is suggested. This scheme is based on the geometric
statistical descriptor. Also to protect the fingerprint characteristics of a client, the authors in (Sadhya
et al, 2017) suggested a framework based on the merging of structures. A hybrid fingerprint mating
that consists of a single step of local minutiae mating followed by a consolidation step has been
experimented by researchers in (Htran et al, 2017). An alignment free framework has been proposed
by Wang and Hu (Wang et al, 2019) through the use of the non-invertible transformation for securing
the templates that are cancelable. Another alignment invariant technique based on minutiae triplet is
designed by Ahn et al. (Ahn et al, 2008). Tran et al. (Tran et al, 2017) have designed a method based
on hybrid matcher for user authentication. Wang et al. (Wang S. et al, 2017)) used zoned minutia pair
for local minutiae structure to design a scheme that computes cancelable user template. Boult et al.
(Boult et al, 2007) have introduced Biotop biotoken, which are generated through encryption of user
data. The fingerprint image is enhanced by Khan et al. in (Khan et al, 2017) by using anisotropic
Gaussian. Ali et al. in (Ali et al, 2019) designed a technique in which secured fingerprint features
are used, which has been further enhanced in (Ali et al, 2020). Ali et al. (Ali S et al, 2010) have
designed a secure 3-dimensional secured user template through the relocation of minutiae points.
The fingerprint features used are the translation/rotation variant.

Ali et al. (Ali S. et al 2019) have proposed Polynomial Vault, in which they used polynomial
functions and the fingerprint to generate a polynomial function which is treated a user template. In
this technique, all the minutiae points of a fingerprint are used, due to which it is not optimized.
Fingerprint shell (Moujahdi et, 2014) has been introduced by Moujahdi et al., in this technique, the
template computed has a 2D shell shape structure. Based on (Moujahdi et al), Ali and Prakash (Ali et
al, 2015) proposed a technique with better recognition performance. However, features of a fingerprint
are insecure in Fingerprint Shell (Lee S. et al, 2020), Ali et al. (Ali S. et al, 2019) designed a secure
version of (Moujahdi et al, 2014) which was a 3D fingerprint shell and was much more secure than
the 2D fingerprint shell (Moujahdi et al, 2014). It is observed that the ridge count for different
minutiae points (with respect to the singular point) is found to be different. Ali et al. used it in (Ali
S. et al, 2019) and added high randomness to the generated user template. The present frameworks
for fingerprint-based biometrics are generally insecure and unoptimized. In some techniques, it is
even possible to obtain the original biometric features information from the user template (Ali S.
et al, 2019; Moujahdi et al, 2014). Apart from security, the available techniques usually use all the
minutiae points for the template generation, leading to an unoptimized user template that makes the
authentication system slow. Hence, in the proposed technique we have generated a highly robust and
irreversible template for a user. The template generated by the proposed technique is a 3D shell and
hence much stronger than a 2D fingerprint shell (Ali S. et al, 2019; Moujahdi et al, 2014). With other
attributes of minutiae points of a fingerprint, we have used the quality of minutia point as well, leading
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to a highly secure and optimized user template. As only good-quality minutiae points (with better
ridge termination or bifurcation (Ali S et al, 2019) are used, this makes the authentication system
much faster. In case adversary gets the user template generated by the proposed technique, then it
is not possible (computationally very hard) for the adversary to obtain the original fingerprint of a
user from it; and the compromised user template can be easily replaced with a new template (very
different from the compromised template) by changing the user keys.

INTRODUCTION TO DFT AND RANDOM PROJECTION

In this chapter, we will explain what is DFT and Random projection before use it for construction
of our template.

DFT

Either a binary fingerprint sample (, C), translated by equation (9), indicating the binary biometric
representation obtained from the fingerprints before transformation.

w_ =[C(0),C(1),...,C (m—1)"* )

bi i i i

where C(i) € {0,1}; and i ranges from O to (m-1), m representing the size of the template. Since w,
contains sensitive information relating to biometric characteristics, it must be secured. Since it is in
binary form, it is possible to reduce the search space (during the revocable template inversion
operation), especially when the y b, elements are distributed in a non-uniform and scattered manner.

Thus, the DFT could be applied to w, = before the random projection is applied to it, so that a dense
representation of the data is obtained at the end. We now take N-point DFT of v, as shown in (10).

w,. = Mw, (10)

Bi bi

where M is a DFT matrix as shown in (11), and N = 2" and N > m. The value of w, can be
represented as shown in (11).

1 1 1 1
1 g g2 . g(;"\’fl)

F=l1 ¢ gt . g a1
1 (N-1) gZ(N—l) N g(N—l)(N—l)

w, = [D(0),D(1),...D(m — ¥ (12)

where g = exp(— J 2%) . The DFT matrix is a unitary matrix and the DFT operation is highly invertible.

It is to be noted that purpose of taking DFT is just to scatter the sparsely distributed values of w .
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Random Projection Technique

The Johnson-Lindenstrauss (JL) Lemma (Johnson &Lindenstrauss, 1984) and (Bingham & Maltoni,

2001) basically states that a set of points P in a higher-dimensional Euclidean space SR" can be
embedded into a lower-dimensional Euclidean space In such that the pair-wise distance of any two
points is maintained approximately. The JL lemma is given as:

Lete € (0,1) be given. For every set P of #(P) points in 8", if n is a positive integer such that,

n>n =0|——, (13)

Then it can be concluded from equation (5), that there exists a Lipschitz mapping f: RV — R" such that
2
(1—m)x—y* < f(x)=£(¥) < (1+m)x—p (14)

forallx, y € P.

The function f1is a linear mapping represented by kxd matrix y which has its components drawn
randomly from specific probability distributions. Hence it is clear that the statistical characteristics
required for recognition can be preserved even while changing the original form of the data. The
matrices which satisfy (14) for any given set of points P are as follows (provided n satisfies the
condition of JL lemma):

a) The entries w,;j of W are realizations of independent Gaussian random variables;

b) The entries ’(/JL.J of U are realizations of +1 Bernoulli random variables with a probability of
0.5;

¢) The entries 1/)1._]. of U are realizations of related distributions including values of j:\/g
(each with a probability of 0.167) and O (with a probability of 0.67);

All the three matrices have proved to provide successful projection matrices which end up in
similar results. But we have used Gaussian projections in our experiments. The process of projecting

the binary biometric representation v, on random matrix W is defined as:

T,(dx N) = (d x k)o, (kx N) (15)

The pair-wise distances between the vectors must be preserved before and after transformation.
The extent of preservation of pair-wise distances between the vectors highly depends upon the

projection vectors w, € W . According to JL lemma, the critical property of the random projection

matrix is that its column vectors w, must be orthogonal to each other. This can be achieved by using
Gram Schmidt orthogonalization technique. But this technique increases the computational complexity
to a great magnitude.

Several measures have been proposed to reduce the computational complexity. (Har-pele &
Indyk, 2012) have reported that the condition of orthogonally must be eliminated while using random
projections to approximate nearest-neighbor in Euclidean space of higher dimension. As an extension
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to proof, they used a random projection matrix whose column entries are independent random variables
with Gaussian distribution. The projection of such a matrix has possesses chi-square distribution with
k-degrees of freedom. Further the tail estimates for this distribution can be used to prove that the
pair-wise distance between any two points is not distorted by a factor more than (1 + o, where 0<o<1).
Hence it is clear that a random projection matrix whose elements are normally distributed preserve
the pair-wise distance between vectors even after transformation. This reduces the computational
complexity of generating random matrix since the orthogonality condition is dropped.

PROPOSED SYSTEM FOR GENERATION OF COMPLEX
CONTACTLESS CANCELABLE FINGERPRINT TEMPLATE

In this section we will use the DFT and random projection to build our complexe contactless cancelable
fingerprint template.

Generation of Contactless Binary Fingerprint Template

The input fingerprint image from sensor is pre-processed using enhancement and binarization
techniques. Then the binarized image is subjected to thinning process so that the ridges become one
pixel wide. The ridges are thin curved lines in fingerprint, which may bifurcate or terminate. These
bifurcations and terminations are called minutia. Each and every fingerprint has about 70-150 minutia
points. Let E, and E, be two sets of minutiae.

(a) ThesetE,:

This set gathers the terminating minutiae detected and validated. For each termination, two
characteristics are extracted:

e The position of the termination in the image: coordinates (u,, v,),
e  Orientation 9]_ linked to the outgoing branch of the point as shown in Figure 2.

E ={(T =(u,v, ¢ =1[C(0),C(1),...C(m—1)" )ie[l..N]}

i

N is the number of terminations detected and validated.
(b) ThesetE;:

It groups all the bifurcations detected and validated. Thus for each bifurcation, two characteristics
are extracted:

The coordinates ( U, vj) the bifurcation point
The three angles ¢ ¥ o ety jas shown in Figure 3.

E, ={B=@,v, ¢, ¢, ¢):jell..M]}
M is the number of bifurcations detected and validated. Here, u, and v, P, ranging from [0,2
7 ],and ¢ represent the position, the orientation, and the type of minutiae (bifurcation or termination),

respectively. The binary fingerprint template (v, ) is generated using these minutia points as shown
in (Wang et al, 2014).

10
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System Model Using Proposed Technique

Enrolment and verification are the two processes suggested by our template through the following
biometric scheme (Figure 4)

Figure 4: Determination of bifurcation angles (Djara etal,2009)
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The proposed technique allows a revocable model to be generated from a binary fingerprint to
obtain a non-contact revocable specimen, which can be modeled mathematically with reference to
our proposed system (using equations (16), (17) and (18)) as below:

Q, = VMu, (16)

In short, the generation of the revocable contactless fingerprint template is generated by applying
the extracted characteristics to the FTD. To check the accuracy of the customer (in the transformation

domain) we transform a query binary fingerprint template (say Qq ) into querry contactless cancelable
fingerprint template (say Q ) using equation (17). To confirm the binary matching of the samples,
the distance @, and Qq (Q,., Qq )) will have to be calculated so that:

(@, @)
(w(Qu) - w(@,)

L(Q, Q)= (17)

Figure 5. Block Diagram of Proposed Technique (Enrolment Phase)
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_r(e, Q) <@

0,0therwise

R (18)

where Q is a predefined threshold. Equation (18) gives the value of L. If R=1 then the templates and
as represented by Equation (10).

We choose the binary fingerprint template, DFT matrix and random matrix with the same
dimension for convenience.

Process Stages Implied in The Suggested Approach

The entry data in the proposed system corresponds to the characteristics extracted from the user’s
fingerprint. The phases implied in the registration step and the checking stages are outlined below.

ii Stages entailed in the registration round:
1. Generation of N-point DFT of R, from DFT unit based on equation (10) and result is R,
Stage 2: Generation of £ using Random transformation units
2. The projection of € on R, stands for random projection unit which acts as feature
transformation unit.
3. T, is kept in the databank.
4. For verification sake, we give the random matrix to the user.
ii Verification Stages
1. Generation of N-point DFT of w,; using DFT unity
2. The projection of €2 (entered by client) by the functionality transformation unit on R, and
produces a query model called qu
3. Correspondence between Q,, and qu based on equation (10) and a decision (yes/no) is made
as to whether or not it is the client

Comparison of Fingerprints in the Transformed Domain

In order to protect the original features of the fingerprints in the transformation domain, the fingerprint
comparison for revocable data in the transformation domain is performed. Therefore a fingerprint
authentication request is evaluated through identical identification procedures, i.e. the extraction
and subsequent transformation of the characteristics of the fingerprint model. In other words, the
contactless fingerprint models are constructed from equation (10), followed by quantification and
modulo (3) operation. The partial FFT (17) is then applied to the binary vector. Let us choose the
letter “t” and “q” as a subscript to distinguish the model from the query for clarity.

RESULTS AND DISCUSSIONS

Image Dataset

We evaluated our proposed model against several other publicly available and usable databases such
as DB1 and DB2 from FVC2002 and FVC 2004. All available information is presented in Table 1. We
used MATLAB R2015a. Tests for authenticity and deception were conducted on all four databases.
We used the first image of each finger from each database was used as a reference image. The query
is assimilated with every second image from the database. Thus, we had 199 original scores and
((100*99)/2) =4950 perpetrator scores for each database.

12
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Table 1. Details of the datasets used in experimentation

Details FVC2002 DB1 FVC2002 DB2 FVC2004 DB1 FVC2004 DB2

No. of fingers 100 100 100 100

No. of images of each 8 8 8 8

finger

Size of image 388x374 296x560 640x480 328x364

Image format Tagged Image File Tagged Image File Format | Tagged Image File Tagged Image File

Format Format Format

Complexity Analysis

The reduction of the complexity of our technique has been achieved through the use of DFT and random
projection. Let’s consider O(.), the computational complexity of an algorithm. Our method takes into account a
DFT with N points and a random projection. The (Proaski & Manolaski, 1996) Radix-2FFT algorithm allows
the implementation of N-point FFT. We evaluate the Radix-2FFT algorithm at a complexity of O((In(N))/NIn2).
We estimate the computational complexity of the random projection at O((k-1)dN) and the overall complexity
is evaluated at O[N((In(N))/(In(2))+kd)] In view of the above we can conclude that the low computational
complexity of our model gives it the properties of being suitable for devices with limited memory and power
such as mobile phones.

Matching-Performance Analysis

We evaluate performance through the calculation of the error rate (EER) which is evaluated as a function of
the false reject rate (FRR) and the false acceptance percentage (FAR). These different percentages are used to
evaluate the matching performance of the original and transformed specimens. We calculate the FRR and the
FAR respectively using equations (19) and (20).

FRR=(Number of failed rejections)/(Number of legitimate access attempts)x 100 (19)
FAR=(Number of false acceptances)/(Number of imposter attempts)x 100 (20)
FRR=1-GAR

We match the evaluated FRR with the same specimens stored in the database for an extracted feature
packet. To evaluate the FAR, a revocable fingerprint specimen is compared with all specimens in the database.
We equate the ERR to the error trade-off between FAR and FRR, which means that FAR and FRR are agitated
from a threshold value. The inverse proportional to the ERR value indicates the performance of the system.
By comparing the EER of a model transformed by (Wang & Hu, 2016; Jin & Hu, 2014)) with that of the
revocable contactless fingerprint models, the EER of the contactless fingerprint models is more efficient and
better. In order to generate revocable fingerprint models transformed into binary format, we used a Hamming
integration technique based on a randomized graph. In order to produce a complex vector fingerprint model,
a blind identification system was introduced by (Wang & Hu, 2016). Table 2 presents the comparative results.

Table 2. EER (%) Comparison

Methods FVC2002 DB1 FVC2002 DB2 FVC2004 DB1 FVC2004 DB2
(Jin, Lim, Teoh, and Goi, 2014) 4.36 1.77 - 21.82

(Wang, and Hu, 2016) 3 2

Proposed System 1.25 2.54 8.62 12.28
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Non-Invertibility Analysis

An important property of revocable biometric systems that ensures the transformation applied is one-
sided is inversibility. Indeed, the transformation must not be reversible. In other words, the specimen
obtained after T, transformation must not provide the information of the original binary V . specimen.
Let us suppose that the T, matrix and the random V matrix have been stolen by a forger, i.e. the
malicious person tries by all means to identify the transformation process and to find the original
biometric characteristics from the clues he has in his possession. Since our specimen offers in this
sense almost indeterminate solutions, as presented by (Wang & Hu, 2012) infinity of solutions to V . is
thus offered. The possibility of recovering the original binary biometric properties is too thin. Figures
(3-a) and (3-b) show the receiver operating characteristic (ROC) for each data set in the stolen take
scenario. We compare the OCR of the non-contact revocable fingerprint specimen (post-processing)
with that of the original model (pre-processing). We can clearly observe the similarity of the specimen
recognition performance for the FVC2002 DB1 and DB2 databases, while they are not at all similar
for the FVC2002-2004 DB1 and DB2 databases due to the poor image quality.

Figure 6. ROC curves for FVC2002 DB1, DBs2, DB3 and FVC 2004 DB2 in the lost-key scenario
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Diversity Analysis

From each database, different revocable specimens (e.g. T, and T,) were obtained using the random
matrices. We then evaluate the correlation (A) between each pair of revocable models based on equation
(22). Let us call the correlation index (A’) the average of all the values from & that correspond to the
revocable patterns generated by each respective fingerprint. The & values for the revocable patterns
for each CVF database have been stored in Table 3. It should be noted that two different specimens
extracted from the same fingerprint sample using different random matrices share 0.22% of the mutual
information and all this is possible when § =0.0021

(1,1,) = IT, + 17, 22)

17, 1], +|7]

2
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Table 3. Correlation Coefficients of Templates

Database A

FVC2002 DB1 0.0021
FVC2002 DB2 0.0023
FVC2004 DB1 0.0018
FVC2004 DB2 0.0024

Revocability and Diversity

Revocable biometric data have a sine qua non property which is revocability. When a stored template
is overwritten, it is important that the old template is deleted and a new template is generated to
succeed the old one so that there is no match between the old and new template despite the fact that
it is from the same fingerprint. It should be noted that diversity is closely related to revocability. By
the concept of diversity it should be understood that no matter how many transformed models are
derived from the same fingerprint, there should be no correlation between the new and the old model.
In order to evaluate the difference from the old one and same fingerprint, we conduct the revocability
and diversity tests to measure their correlation. A total of 51 transformed models were generated from
a single fingerprint image of each finger in FVC2002 DB2 using keys of different parameters. We
compared these pseudo-print templates to the original specimen. We present a distribution of malware
by contrasting it with the distribution of clients when each user in our database has a different key. It
is clear that the malware distribution is very close to the client distribution. The mean and standard
derivation of the malware distribution are 0.1540 and 0.1499 (mean) and 0.0165 (standard derivation)
respectively of the distribution of imposters. We notice through these results that the newly generated
models have no link with the compromised model and present a difference between them (one from
the other) as they come from the same fingerprint.

Figure 7. Pseudo-imposter and imposter distributions for FVC2002 DB2
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Security Analysis

Since data from contactless fingerprints (the minutiae matrix) is very sensitive information, we need to protect it with our
s—1
technique for securing fingerprint templates. Protecting E, means protecting the binary string {d{, (Oz)} where 1 represents

a=0

the quantized E,. Our suggested technique provides enhanced security on two levels. We ensure the security of the first layer
5-1
by decreasing the length of {d (a)} using modular arithmetic (3), with a shortened binary uncertainty increase

¢
a=0

—_— 51 S—
{da (Oz)}s . Thus the entries of {da (Oz)}s would be due to the event that the starting value is either due to the modular
=0 a=0
exercise or both as analyzed in section III. 1. Thus this first layer of protection helps to drastically reduce ARM risks. Changing
5-1
the S parameter will cause {dﬂ (a)} or similarly Ja in (4) to vary from one application to another. Since b is the input
a=0
of the partial DFT, if b_is differe;t in different applications, it would be totally useless for a malicious person

to collect several revocable samples h in order to launch ARM attacks, because ARM would only work if the
same value of b was used in all target applications. The FTD (10) constitutes in itself the second layer of security
set in motion by the proposed technology and involves a sub-determined set of linear equations. Since the partial
DFT matrix M in (10) is of full row but deficient column row, nullity(M)=N - row(M)=N - Y (10). Is also a
solution (10), any vector of the form dﬂ + f provided that it belongs to the null space of M and there is an infinity
of solution for f. On the other hand, in this situation, the solutions are not infinite but rather they are always
numerous. This is demonstrated by doing an analysis of the solutions of the under-determined system (10) taking
into account the number of basic (or fixed) variables and the number of free variables. Given that rank(M)=Y,
there are R fixed variables and (N-Y) free variables for (10) we can express the system solution as fixed variables
for (10) and we can express the fixed solution of the system with respect to the free variables. Consider a single
binary vector, e.g. b , can be indicated for the solution of (17), contrasting it with vectors whose values are real
or complex, the free (N-Y) values can take values of 0 or 1. We then have 2N-Y possibilities for b , between
which the real b_solution. Let’s take a look, for example, at some of the values we have experienced. For example,
let’s take N=214 and Y=800 and we get 2N-Y=215584, proof that it is very unlikely to succeed in finding the
true solution d among 215584 possible binary value solutions, even if k_and M in (17) are both known.

CONCLUSION

We have suggested a random projection-based approach by designing non-contact revocable fingerprint specimens
based on complex biometric templates applied to the non-contact fingerprint specimen. These sample fingerprint
features are sometimes very difficult to find. The method developed is very robust. Thus in such cases, the
DFT extends the spectrum and sufficiently reduces the dispersion. The specific properties of robust fingerprint
transformations have been achieved by our revocable non-contact fingerprint specimen, namely revocability,
diversity, non-invertibility and comparison performance. An approach based on the application of binary
biometric feature transformation functions. The next challenge therefore remains on the IT side and especially
for systems with low memory capacity such as smart phones. This is a significant advance compared to other
revocable models that are vulnerable to ARM attacks (Djara et al, 2009). Evaluating our new model compared
to the FVC2002 DB1, DB2 and DB3 and FVC2004 DB2 models, it appears that the new method offers better
performance than those presented in the state of the art. The installation of a revocable and secure non-contact
model requires intense work especially against ARMs, especially when it requires a reduction in dimensions.
More robust techniques are needed to enable contactless biometrics to truly combat ARM attacks. The use of
polynomial vaulting techniques seems to indicate promising and more robust avenues.
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